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(57) Abstract 



The present invention relates generally to a computer system that allows communications devices (36), such as X.25 cards (36), 
to be shared by workstations on a local area network (24). Particularly, the present invention relates to a computer system for enabling 
an application program (12) on a first workstation (10) to access a wide area network communication device (36) residing on a second 
workstation (26) through a device driver (30) that appears as a file system driver to workstations on the local area network (24). Because 
the device driver (30) is a file system driver, applications may use standard system calls, rather than device specific calls, to access the 
device (36). 
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COMMUNICATION DEVICE SHARING ON A LOCAL AREA NETWORK 



BACKGROUND AND SUMMARY OF THE INVENTION - 
5 The present invention relates generally to a computer system that allows communication 

devices, such as X.25 cards, to be shared by workstations on a local area network. Particularly, 
the present invention relates to a computer system for enabling an application program on a first 
workstation to access a wide area network communication device residing on a second 
workstation through a device driver that appears as a file system to workstations on the local 
10 area network. 

One of the benefits of connecting workstations to a local area network is that resources, 
such as files, printers, and modems, residing on one workstation may be shared with the other 
workstations on the network. The alternatives to sharing resources may be costly or inefficient 
One option is to equip each workstation with the same set of resources. For expensive resources 

15 or environments with a large number of workstations, this solution may be very costly. Another 
option to manually transfer (e.g., by hand using floppy disks) any needed information from one 
workstation to the workstation that has the resource so the resource may be used. In some 
environments — for example, a software development environment in which a new product is 
undergoing system test — a significant volume of information may need to be transferred. This 

20 solution may be very inefficient, especially if it must be repeated many times during the testing 
phase of the development cycle. 

Although there are many benefits to sharing resources via a local area network, this 
functionality may be limited in some local area network environments. For example, an 
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environment, such as the Windows NT™ operating system, may allow only files and printers to 
be shared across the network. Limitations within the system hardware, software, or both may 
' prevent the sharing of some communication devices such as X.25 cards which in turn provide 
access to wide area networks. The present invention addresses these limitations so that wide 
area network communication devices may be shared across a local area network. 
Communication devices may be shared because, under the method of the present invention, the 
device driver for a particular communication device is implemented as a file system driver. 

A number of advantages result from implementing the communication device driver as a 
file system driver. Using a file system driver implementation, the device appears to applications 
to be a file. Therefore, standard file system calls may be used to access the device. The use of 
standard system calls facilitates the development of application programs because the programs 
may use the same call whether the device to be accessed is resident on the local machine or 
elsewhere. Networking and access details are hidden from the application so that processing is 
the same whether the device is local or remote. Another advantage of implementing the device 
driver as a file system driver is that as a file system driver, the device driver may take advantage 
of functionality provided by other drivers. For example, a file system driver may rely on other 
drivers that provide networking capabilities. Other approaches may require additional work to 
provide or replicate the needed functionality. The advantages of the present invention are 
explained further by the accompanying drawings and detailed description. 

BRIEF DHSCRTPTTON OF THF PR A WTMf)<s 
Figure 1 shows the structure of a device driver in the Windows NT™ environment; 
Figure 2 shows the application prograrnrning interface used by an application to 
establish a connection with an X.25 card on a remote workstation; and 
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Figure 3 shows the steps in accessing a device on a remote workstation. 

DETAILED DESCRIPTION OF PREFERRED EMBODIMENTS 
The present invention describes a method for sharing on a local area network 
5 communication devices that provide access to a wide area network. The particular embodiment 
described herein provides for the sharing of an X.25 card in the Windows NT™ operating 
system environment developed by Microsoft® Corporation. Consequently, references are made 
to Windows NT™ operating system components and functionality provided in the Windows 
NT™ operating system. However, the components and functionality provided by Microsoft® 
10 Corporation do not form part of the present invention. They are referenced for exemplary 
purposes only to explain how the present invention interacts with the operating system. The 
sharing method described may be used to access other communication devices so a particular 
communication device on one workstation may be made available to other workstations on the 
local area network. 

15 The present invention solves the problem of sharing a remote X.25 card by making the 

device appear as a file system to the application program. The X.25 device driver is 
implemented as a file system driver so that to the application program, the X.25 card appears to 
be local whether or not it is installed on the local workstation. In the preferred embodiment 
described herein, the X.25 card, to the operating system, looks like a hard disk and so a disk 

20 partition representing the X.25 card may be registered with the operating system. The disk 
partition may then be shared using a standard partition name such as "C:" or "X:." Application 
programs may access the X.25 card using the standard partition name and standard file system 
calls that permit an application to open, close, read, and write to files. The ability to use 
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standard file system calls, rather than a set of device specific calls, may simplify the application 
development process. Software developers learn and use the standard calls rather then a 
different set of calls for each different device. 

A device driver provides a common mechanism for accessing potentially dissimilar 
hardware devices. Device driver code conforms to the conventions and operational guidelines 
of the operating system and provides an interface between the device and the operating system. 
In addition, a device driver presents a consistent and uniform interface to the application 
program. In many operating system environments, devices may be accessed as special files in 
the file system. Therefore, each file, whether a data file or a special device file, may be 
represented by a file descriptor that the application uses to access the file. Data may then be 
read or written as a stream of bytes directed to the file. The operating system thus supports both 
data files and devices in the same way so that one set of basic file manipulation calls may be 
used in all applications. 

In many operating system environments, an I/O manager defines a model of 
input/output processing and performs functions that are common to or required by more than 
one driver. A file system driver may encapsulate one or more device drivers. It is a 
sophisticated device driver that may perform some I/O manager functions. It may accept I/O 
requests to files and call on other device drivers to service those requests. It may take advantage 
of specialized interfaces or functionality provided by the I/O manager for drivers. A file system 
driver hides the location of devices so that applications may use the same interface regardless of 
the device's location. Within the Windows NT™ environment, for example, both device drivers 
and file system drivers present the same framework to the operating system. As a result, new 
drivers may be added to the system without altering existing drivers. 
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Figure I illustrates the structure of the present invention. It conforms to the 
requirements of the Windows NT™ operating system The components of the X25 device 
driver include: an initialization routine, a set of dispatch routines to handle I/O requests, a 
completion routine, and cancel/unload/error logging routines. In the diagram, each function 
code corresponds to a driver entry point. In addition to the routines that comprise the driver, 
two system objects are created. These system objects facilitate communication between the 
device driver and the operating system. First, a device object represents the physical, logical, 
and virtual characteristics of the device such as alignment for buffers and location of device 
queues. A driver object includes the address of the routines (entry points) that comprise the 
device driver. The initialization routine creates the device object. The initialization routine also 
establishes function codes representing the operations it handles and records the driver dispatch 
routine entry points for those operations. Figure 1 also illustrates the relationship between 
device and driver objects. Each device object points back to its driver object. As a result, the 
operating system can determine which driver routine to invoke when a request is made to access 
the device. 

Figure 2 presents the function descriptions used by applications to establish and use 
X.25 connections on remote workstations. The X.25 device driver — the present invention — 
supports these functions. 

Figure 3 presents a diagrammatic overview of the process of servicing an application 
request to access to the X.25 card. The perspectives of the client machine 10 and server 
machine 26 are shown. The application 12 seeking access to the X.25 card 36 resides on the 
client machine 10. The X.25 card resides on the server machine 36. The I/O Manager 16, the 
NT Redirector 20, and Network Transport 22 residing on the client machine 10 are components 
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of the Windows NT™ operating system with which the present invention interacts and do not 
form part of the present invention. The I/O Manager 28, NT Server 32, and Network Transport 
34 residing on the server machine 26 are components of the Windows NT™ operating system 
with which the present invention interacts and do not form part of the present invention. 
5 Within the Windows NT™ environment, some devices may be shared via the NT 

Redirector 20 and NT Server 32. The devices that may be shared are those that appear to the 
Redirector and Server to be sharabie, for example, printers, "pipes/' and disks. Therefore, for a 
communication device, such as an X.25 card, to be sharabie, it must appear to the NT 
Redirector and NT Server to be a printer, pipe, or disk. In a preferred embodiment of the 
1 0 present invention, the X.25 card appears to be a disk. 

For devices that are sharabie, requests to access those devices are processed as follows. 
As explained earlier the I/O manager 16, 28 processes I/O requests which may include requests 
directed to the X.25 card 36. The NT redirector 20 intercepts request for non-local (i.e. shared 
devices). It then "redirects" them to the machine on which the device actually resides. The 
15 Network Transport 22, 34 at each machine is responsible for routing and controlling network 
traffic across the local area network 24. The request travels across the local area network to the 
target or server machine. Next, the request goes to the NT Server 32 which is responsible for 
handling all the messages sent to it by Redirectors on all other machines. It determines whether 
the device has been started, whether the user who sent the request has permission to use the 
20 device, and then forwards the request to the device itself 36. The request which is serviced by 
the X.25 device driver 28 then travels back the way it came, through the NT Server, back to the 
NT Redirector, and eventually to the application that initiated the request 12. 
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Although the components described support transportation of requests to access the 
X.25 card, the Remote X.25 Filter Driver 1 8 and X.25 Device Driver 30 of the present invention 
actually interpret and fulfill the application requests. When the application 10 issues a remote 
I/O request — the request to access the X.25 card on the remote workstation — the request is 
5 handled by the I/O manager 14 of the operating system which issues an I/O request packet 
(IRP). 

The IRP is next sent through the Remote X.25 Filter Driver 18. The Filter Driver 18 is 
responsible for intercepting function calls destined for the shared X.25 card 36 because the NT 
Redirector 20 will not forward all types of requests. Specifically, Win32DeviceIOControl() 
10 requests are not forwarded by the NT Redirector 20 unless the function type is changed to "file 
system control." The NT Redirector 20 allows this type of request to be sent to a server. 

As described earlier, the request travels across the local area network to the NT Server 
of the target machine and finally, to the X.25 Device Driver. The request is processed by the 
NT Server and NT Redirector because each component believes the X.25 card to be a sharable 
15 disk. To make the X.25 card appear to be a sharable disk, the X.25 device driver is 
implemented as a file system driver. Consequently, it handles all the different types of requests 
that the operating system sends to a file system. Because the operating system views the X.25 
card as a disk partition of a file system, the partition may be registered with the operating 
system and assigned a standard partition name such "C:" or "X:" for applications to use in 
20 accessing the X.25. Once registered, the NT Server on the server machine, viewing the X.25 
* card as a hard disk, forwards incoming requests to the X.25 device driver. Because the Filter 

j Driver 18 changed type of the Device IOControlQ function, the type must be changed back to 
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the original type to be processed. The X.25 Device Driver 28 performs this special processing 
so that these calls are handled properly. 

Using the present invention, an X.25 card that supports connections to a wide area 
network may be shared by workstations on a local area network. The X.25 card appears to the 
operating system to be a partition on a hard disk. Consequently, applications may access the 
X25 using a partition name assigned to the device and standard file system calls. The process 
of developing applications to access the X.25 card is simplified because applications insulated 
from knowing details about the device's location or specific on how to access the device. 



8 



WO 96/41270 



PCT/US96/09929 



WHAT IS CLAIMED TS- 

1 . A method for sharing devices on a network, said method comprising the steps of: 

providing an application program residing on a first workstation; 
providing a device residing on a second workstation; 
providing a communication channel for said application program residing on 
said first workstation to access said device on said second workstation. 

2. The method according to Claim 1, further comprising the step of: 

providing a device driver to access said device residing on said second 
workstation. 

3. The method according to Claim 2, wherein said device driver is implemented as a 
file system driver. 

4. A system for sharing a device on a network, comprising: 

an application program residing on a first workstation; 
a device residing on a second workstation; 

a means for said application program residing on said first workstation to 
access said device residing on said second workstation. 

5. The system of Claim 4, wherein said means for accessing said device is via a 
device driver. 

6. The system of Claim 5, wherein said device driver is implemented as a file system 
driver. 
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